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Abstract

Currently, cloud services are widely used to manage data. Hence protecting their security is extremely im-
portant. This requires meticulous control of access rights for viewers, especially for confidential corporate
data in the cloud. Attribute-based encryption (ABE) is a next-generation cryptographic technique that can
efficiently control access rights by associating decryption conditions based on the attributes of a given viewer
with a ciphertext to allow only viewers who satisfy the decryption conditions. However, ABE requires a key
generator, which is an organization that generates users public and private keys with sufficient authority to
decrypt the ciphertext. To solve this security problem, distributed ABE (DABE) methods without decrypt-
able institutions have been presented. DABE also involves a problem that the more ORs in the decryption
condition, the larger the ciphertext size becomes, which is a major challenge for practical use. In this study,
we propose a DABE method with reduced ciphertext size and processing load without the need for an au-
thority that can decrypt ciphertext. To this end, based on DABE, we adopt a multi-value attribute algorithm
with attributes as a set with restrictions on decryption conditions. The results of a security evaluation are
presented to show that the security strength of the proposed method is equivalent to that of the existing
DABE scheme.Furthermore, the increase in ciphertext size was greatly reduced, which was a major issue for
the existing DABE.We also confirmed that the proposed method performed better in terms of decryption
time under certain conditions. This research contributes to the development of ABE by realizing a highly
practical implementation with both efficient processing and strong capabilities.
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1. Introduction

At present, file sharing and data management are widely implemented using cloud services. Thus, pro-
tecting the security of information is extremely important, especially when managing confidential corporate
data or privacy-sensitive information such as medical records on the cloud. One existing method is to en-
crypt data using public key cryptography [1][2] to enable administrators to control the access rights of each
user viewer. However, this approach requires knowing the number of viewers in advance, and controlling
access rights may become complicated depending on the number of viewers. ABE [3]|[4] is a next-generation
cryptographic technique that replaces these conventional methods. In addition to sharing statistical data
used by medical agencies [5] and video distribution services [6], ABE has also been commonly applied to
blockchain techniques [7][8] in recent years. The adoption of efficient mechanisms to control access rights
using ABE is expected to centralize the management of multiple viewers at the cryptographic level without
identifying individuals.

The ciphertext used in ABE has the same security strength as existing public key cryptosystems, but
requires a key generator hereinafter referred to as an Attribute Certificate Authority (AA) to generate
a private key for each visitor. The AA is an organization similar to a certification authority (CA) for
communication via SSL encryption communication, but it can decrypt the ciphertext and has a relatively
broad authority. DABE methods with distributed AAs have been developed since the 2010s to prevent the
centralization of authority and resources [9][10].

In addition, ABE methods, including DABE involve the problem that the more complex the decryption
conditions, the larger the ciphertext becomes. In recent years, some studies on techniques to reduce size
of ciphertext and the associated processing load [II][12][13] have attracted attention as a topic of active
research.

In this study, we propose an ABE method that solves the problems of AA in terms of processing load
and ciphertext size for improved practicality.

2. Preliminaries

2.1. Abbreviations

The following abbreviations are used in this manuscript.
Z : Group of integers
G : Group of rational point on an elliptic curve
Gr : Group of pairing outputs
W : Decryption condition
L : User’s condition
M : Message mapped to G
CT : Ciphertext
PK : Public key

SK : Secret key
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2.2. Related Works

2.2.1. ABE with small processing load

An ABE method with some additional restrictions on the decryption conditions were proposed to solve the
problem of increasing ciphertext size and processing load due to increasingly complex decryption conditions
[11].

ABE has been shown to increase the number of ciphertexts with the OR of the decryption conditions,
and the ciphertexts corresponding to the split conditions are combined and retained as shown in Equation
1.

e.g., W=1and (2 or 3) and (4 or 5).

CT = (CT1p4,CT125,CT134,CT135). (1)

As a conventional method to reduce processing load, a technique was provided in [I3] in which each attribute
was represented as a subset of an attribute set containing arbitrary attribute values while restricting the
decryption conditions to AND only (hereinafter referred to as multi-value by attribute decryption). Each
user was assumed to have one value among each attribute. In this related research, the processing load was
further reduced applying multi-value attributes to some attribute sets. Based on this restriction, the size of
the decryption condition was reduced by splitting the decryption condition into parameters corresponding
to the attribute values without splitting the decryption condition, shown in Figure [T

AND

PR ——
Age group: adult Membership rank: Premium !Country: {CA, US, -, JP}E

e

Multiple countries can be specified

Figure 1: Restrictions on decryption conditions

Before discussing the configuration method, we explain the definition of the elliptic curves used in ABE
here. In general, an elliptic curve on a finite field F;, can be expressed as follows.
a; € Fy, x,y € Fy x Iy,
v+ arzy + asy = 2 + asx® + asx + ag. (2)

However, it can be expressed as follows when ¢ = p*(prime number p # 2, 3).
a,b € Fy, z,y € Fy x Iy,
y? =2 +ax +b. (3)

Moreover, a point on an elliptic curve has the following additive properties.

Addition of points on elliptic curves:
The addition P; + P> of two points P; + P on an elliptic curve is shown in Figure The intersections of
elliptic curves always intersect at three points unless they are tangent, and the remaining intersection
through the two points P; + P is P3. Finally, the z-axis symmetry point of P is P, + Ps.

Doubling a point on elliptic curves:
The doubling 2P; of a point P; on an elliptic curve is illustrated in Figure[3]| Let P> be the intersection
of tangent lines at point P;. Let 2P, be the point of z-axis symmetry of Ps.

For any point P, the point O for which P+ O = O+ P = P is referred to as the infinity point. Using the
additive property, if P,2P,3P... and so forth in sequence, we eventually reach the infinity point and return
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Figure 2: Addition of points on elliptic curves Figure 3: Doubling a point on elliptic curves

to P again, and thus the point group on the elliptic curve with P as the primitive is the cyclic group of the
additive method. Also, finding n satisfying Q@ = nP(n € Z) (elliptic discrete logarithm problem) is difficult,
and elliptic curves with large group rank are thus widely used in cryptography.
The configuration method is as follows. ABE uses pairing maps in which pairings have the relation below.
a,be ”Z
e(aP,bQ) = e(P,Q)™. (4)
Based on this relationship, the specific configuration method is shown below. The agency designated to

perform each operation is indicated after a "/". (The formulas in the notation correspond to calculations on
elliptic curves based on the proposed method.)

Setup | AA
Among the attribute set L, determine the multi-value attribute set L and an other attribute set L to
which the multi-value attribute method is not applied (hereinafter referred to as single-value attribute).
Then, generate the secret key of the AA and publish the following values as public keys, including the
point on the elliptic curve corresponding to each attribute value.
p: Prime number, P € G (|G| =p), {Qx € G} (k€ L), {Ri; € G}(i € L,j € L;),
00 w € Z,: Random number.

SK = w, (5)
PK = (P,e(P, P)*, {Qr}, {Ri;})- (6)

KeyGeneration | AA
Generate a secret key for user U using PK and SK.
Ly = [Ly, Ly]: User’s attribute set,
{zr, € Z,}(k € Ly): Random numbers correspond to the values of single-value attribute,
{si € Z,}(i € Ly): Random numbers correspond to the values of multi-value attribute,
s= Y si, u,v € Z, Random numbers.
iEfo
SKy = (SKy, SKy;, SKy), (7)
SKy=(w—s+kP+ > (siP+xR )—vP+ Y uQy, (8)
iEIA/U kELU
SK[; = uP, (9)

1" "

SKy ={z;P}i € Ly) = {SKy,}. (10)
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SK g is enumerated in attribute order.

Encryption | User
Generate ciphertext for decryption conditions using PK.
W = [W,W]: Decryption condition, r € Z,: Random number, M € G7: Message.

11 1111

CT = (CT',CT",CT",CT" = {CT;j}(i € Wy, j € W) (1)
= (M -e(P,P)*" rP, Y rQ, {rR,; })- (12)

keW

The CT"" is enumerated in attribute order, but the publication of the corresponding attribute values
depends on the specific case.

Decryption | User
User U obtains SKy and decrypts CT.

1m "

cr' - [ e(cT] i SKY) - e(CT" | SKy))

iEl:U

M = (13)

e(CT",SKy;)

It is known that with conventional ABE, the AA can decrypt the ciphertext independently. However the
more complex the conditions, the greater the computational resources required by the AA.

2.2.2. ABE with any number of possible key-issuing authorities

To solve the problem of AA having large authority and requiring large computational resources, DABE
with no decryptable institutions [I0] was proposed. Based on the original DABE [9], in which AAs were
distributed by attribute, the authors proposed a model in which an agency referred to as a CA manages an
AA that cannot decrypt the ciphertext. This means that the resources of the AA are distributed and no
agency can decrypt the ciphertext.

The configuration method is as follows. The specific configuration method is divided into components.
The agency designated to perform each operation is indicated after a "/". (The formulas in the notation
correspond to calculations on elliptic curves based on the proposed method.)

Setup | CA
Generate four points that comprise public keys on the same elliptic curve of rank p.

p: prime number, P,Q, R, S € G.

PK =(P,Q,R,S). (14)
UserCreation | User
Generate the user’s public key using PK.
U: User, u € Z,: Random number.
PKy = (PKy;, PKy) = (Q + uR, uP). (15)

AuthorityCreation |/ each AA
Generate a secret key for each AA.
a: AA’s attribute, H,() = {0,1}* — Z,: Random hash function.

SK, = Hy(a). (16)
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Attribute RequestPK | each AA
Using PK and SK,, each AA generates an attribute public key corresponding to an attribute within
the decryption condition.
1: Attribute within decryption condition, a: AA’s attribute.

H, ()P ifi=
PK, — ()P ifi=a (17)
NULL  else

AttributeRequestSK | each AA
Use PK and SK, to generate an attribute secret key if user U had an attribute managed by AA.
Ly: User’s attribute set, ¢ € Ly: User’s attribute, a: AA’s attribute, x, € Z,: Random number

SK, — (SK;,SK, ,SK, ) ifieLyandi=a (18)
NULL else ,

(SK;,SK; ,SK, ) = (Ho(i)(PKy) + 145, 2o P, Hy (i) (PKy;)) (19)

= (Hy(i)(Q + uR) 4+ 245, x4 P, Hy (i) (uP)). (20)

Encryption | User
Using PK and the attribute public key PK; corresponding to the decryption condition, generate the
ciphertext corresponding to the split decryption condition, respectively.
N: Number of split decryption conditions, W;(j € [N]) Split decryption conditions, M € Gp: Message.

CT = (CTw,, ...,CTw,). (21)
In each Wj,
rj € Zp: Random number.
CTw, = (CTy,,CTyy,,, CTyy., CTyy ) (22)
= (M -e(Q, > PK;)"7,1;P,r;R,7;S). (23)
ieW;

Decryption | User
Obtain the attribute secret key SK; corresponding to the attributes held by user U and decrypt the
ciphertext C'Ty,, corresponding to the attribute set Ly of U.
Li;: User’s attribute set.
Also, let the following equations to a and 5.

a= > Hi(i), B= > z

€Ly €Ly
CTy, -e(CT, . > SK;')-e(CTy,, Y SK;)
M — i€Lly €Ly (24)
e( > SK;,CT,)
i€Ly
M -e(Q,aP)" -e(rR,auP) - e(rS, BP) (25)
e( Z (Hi(3)(Q + uR) + z;S),rP)
1€Ly
_ M- e(Q,P)" - (R, P)""* - (S, P)"” (26)
e(Q, P) - e(R, P)ure . e(S, P)"8
=M. (27)

As disscussed above in 2.2.1, the more ORs in the decryption conditions, the greater the processing load.
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3. Methods

We propose an ABE with reduced ciphertext size and processing load via restrictions on decryption
conditions, which does not include any agency that can decrypt the ciphertext.

The configuration method is described as follows. This model is based on DABE as described in Section
2.2.2 (hereinafter referred to as "Concealed-DABE") and extends the multi-value attribute algorithm as
shown in Figure [4] (Other attribute: single-value attribute). As in the model described in Section 2.2.1
(hereinafter referred to as Restricted-ABE), some restrictions are imposed on the decryption conditions.

:

Public Key P,Q,R,S,{T} ]

Number of Attributes
i Ay
| {AA AA | AA AA|
| H10 | H20 | H30 HnQ |
[AA Public Key H(i)P %
User Public Key PKy User Secret Key SK;
User Encryption
Obtaining Public, Secret Keys Decryption

Figure 4: Configuration method

The specific configuration of the method is divided into components. The agency designated to perform
each operation is indicated after a "/".

Setup | CA
Determine the single-value attribute set L and the multi-value attribute set L among the attributes
set L. Generate four points comprising public keys on the same elliptic curve of rank p and points
corresponding to the attribute values of the multi-value attribute.
p: prime number, P,Q, R, S € G, {T;; € G}(i € L,je Ly).

PK = (P,Q,R,S,{T;,}). (28)

UserCreation | User
Use PK to generate a user public key containing parameters corresponding to the attribute values
possessed by user U.
Ly = [LU, fLU]: User’s attribute set, u € Z,: Random number.

PKy = (PK ,PK",PK"), (29)
PKy; = Q+ uR, (30)
PK};, = uP, (31)
PKy; = {uT, i (i€ Ly) = {PKy,;}. (32)

AuthorityCreation |/ each AA
Generate a secret key for each AA.
a: AA’s attribute, H,() = {0,1}* — Z,: Random hash function.

SK, = H,(a). (33)
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Attribute RequestPK | each AA
Using PK and SK,, each AA generates an attribute public key corresponding to an attribute within
the decryption condition.
1: Attribute within decryption condition, a: AA’s attribute.

H, ()P ifi=
PK, — ()P ifi=a (34)
NULL  else

AttributeRequestSK | each AA
Use PK, PKy, and SK, to generate an attribute secret key if user U had an attribute managed by
the AA; if the attribute managed by the AA is a multi-value attribute, the PKy parameters used differ
(Equation 34).
Ly = [EU,ﬁU]: User’s attribute set, ¢ € Ly: User’s attributes, a: AA’s attribute, z, € Z,: Random
number.

;) ifielyandi=a
NULL else ,

H,(i)(PKy) + 245

o _ )= H,(i)(Q + uR) + x,5 ifacl (36)
Ha(2>(PKU,i) + @0 S facl

= H,(i)(Q + UTiim) + 2,5
SK; = x4P, (37)

(2
" "

SK; = Ha(i)(PKy) = Ha(i)(uP). (38)

)

SK; =

(SK;,SK; ,SK;’
(35)

Encryption | User
Generate ciphertext using PK and the attribute public key PK; corresponding to the decryption
condition.
W = [W, W] Decryption condition, M € Gr: Message, r € Z,: Random number.

117 111

cr = (T, cTr’ . cTr”, T, cT™), (39)

CT =M -€(Q, > PK,)", (40)
ieW

CT" =rP, (41)

cT" =rR, (42)

cr”’ =18, (43)

CT" = 1Ty} i€ W,j € W) ={CT}; }. (44)

Decryption | User
Obtain the attribute secret key SK; corresponding to the attributes held by user U and decrypt the
ciphertext C'I',, corresponding to the attribute set Ly of U.
Ly = [Ly, I:U]: User’s attribute set.

or' - ] e(czjg’U_,SKg”) e(CT”, Y SK})- e(cT", > SK,)
icly ’ jeLy keLy
e( Y SK;,CT")

keLy

M =
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Let f(M) be an equation that maps Ly in Equation 23 to Ly. Also, let the following equations to «

and f.
a= > Hi), B=
iELU iei/U
cr - 1] e(CTiI:gW,SK;") e(CT", Y SK])e(CT™, Y SKy)
icly jeLy k€Ly
= " ! (46)
e( D (Ha(i)(PKy,) +2aS) + Y (Hali)(PKy) + 2aS), 7P)
iely jeLly
Q. 3 Pry - I elCT7, . SK)
ieLy ieLy ‘
= - f(M), (47)
e( Y (Ha(i)(PKy,) + 24S5),7P)
iGEU
Q. Y H)PY - [ evT, 1, . Hili)(wP))
ieLy ieLy
e( > (Ha(i)(Q+ ul}j, ) +aS),rP)
iEi/U
€(Q,P)ml . H e(Ti,LUi’P)TUHi(i)
ieLy
= — - f(M), (49)
€(Q7P)ra . H e(fI;’LU’i’P)rqu(z)
Z'G[A/U
=M. (50)
4. Results

In this section, we present the results of an evaluation of the security and performance of the proposed
approach in terms of ciphertext size and processing load.

4.1. Security
The security of the proposed method conforms to that of the base Concealed-DABE. In the present work,
we mainly describe the extended functionality.

4.1.1. Security by adding multi-value attributes

Based on the parameters of the proposed method, the following parameters are added to the model
of Concealed-DABE: PKZ/ for the user public key, SKZ{” for the attribute secret key, and CT"" for the
ciphertext. The parameters that could be decrypted if compromised are U for the user, H;() for the AA, and
r for the ciphertext. Although PK, 2}/ , SK;”, and CT"" all contain the above parameters, they are difficult to
decrypt owing to the difficulty of the elliptic discrete logarithm problem. In addition, the above parameters
are not shared among agencies, and no agency can decode them. Therefore, the proposed method has the

same security strength as Concealed-DABE.

4.2. Comparison of the performance
Table [1| shows the configuration of the proposed approach compared with that of related studies.

Table 1: Structure of the method
Restricted-ABE | Concealed-DABE | Proposed method

multi-value attribute o X o

Decentralization of AA X o o
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The parameters used in the evaluation are shown in Table 2]

Table 2: Parameter List

’ Parameter H Description
W= I W} Decryption condition (for methods using multi-value attribute,
’ divide into single-value attributes and multi-value attributes)
n Number of attributes included in decryption condition
n Number of single-value attributes included in decryption condition
n number of multi-value attribute in the decryption condition
A Number of attribute values for each multi-value attribute in the
’ decryption condition
Total number of attribute values of multi-value attributes included in the
Tsum decryption condition (Z ;)
icW
Number of combinations of attribute values of multi-value attributes
Nprod included in the decryption condition (H ;)
=4
Ca Processing time for scalar multiplication on G
Car Processing time for power operations on G
Chair Processing time for pairing operations

The proposed approach was implemented using a PBC library and measurements were performed on a
PC with specifications as shown in Table

Table 3: PC specification

OS "Ubuntu 20.04 64-bit"
CPU "AMD Ryzen 5800X@Q4.8GHz"
Memory "32GB"

Compiler "g++ (9.4.0)"

The decryption conditions used for the actual measurement were as follows. Decryption condition 1 with
a small number of 7,,q combinations of conditions and decryption condition 2 with a large number of 7p,0q
were specified. Specific examples of each decryption condition are also shown in Figure [§ and Figure [6]
[Decryption condition 1]:
The specific values of the parameters used for decryption condition 1 were as follows.

n:4, n = 1, ﬁ:?), ﬁl,ﬁg,’fl3:2, ﬁsumzﬁ, ﬁp'f‘od:8~ (51)
An example of a decryption condition that satisfies the condition above is given as follows.
W =0 and (2 or 3) and (4 or 5) and (6 or 7). (52)

Single and multi-value attribute sets were used as follows.

- {91
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AND
Employment Post Job Function Office
Status Section Chief Sales Main office
Full-time Manager Human Resources New York branch

Figure 5: An concrete example of decryption condition 1

[Decryption condition 2]:
The specific values of the parameters used for decryption condition 1 were as follows.

n = 7, n = 2, n= 5, ﬁl,flg, fl3, ﬁ4,ﬁ5 = 5, ﬁsum = 25, ﬁprod = 3125. (54)
An example of a decryption condition that satisfies the condition above is given as follows.

W =0and 1 and (2 or 3 or 4 or 5 or 6) and (7 or 8 or 9 or 100r 11)
and (12 or 13 or 14 or 15 or 16) and (17 or 18 or 19 or 20 or 21) (55)
and (22 or 23 or 24 or 25 or 26),

Single and multi-value attribute sets were used as follows.

21 77 [12]1 [17] [22
3 | 8] |13] |18] |23

=[W,W]= ({0, 1}, [4|,]| 9|, |14],|19], |24 . (56)
5 [10] |15] [20] |25
6] |11] [16] |21 [26
AND

Job Fu‘nction Asségément géil:vice 7776Ffice

Enroliment Emploqﬁ;ent Post

Status Status Supervisor Sales 6 Outsourcing Main office
Enrolled Full-time  Section Head Human Resources 7 Recruiting New York branch
Section Chief Engineering 8 Accounting Austin branch
Sub Manager Research 9 Consulting Los Angeles branch
Manager Support 10 Security Tokyo branch

Figure 6: An concrete example of decryption condition 2

4.2.1. Comparison of ciphertext size

Here, we compare the sizes of the ciphertexts used in related methods with those of the proposed approach.
First, we compare the generalized ciphertext size, as shown in Table [@ with the measured ciphertext size
shown in Tables Bl and [6

Table 4: Generalized ciphertext size
Restricted-ABE | Concealed-DABE | Proposed method
Number of G Nosum + 2 Aprod * 3 Nsum + 3
Number of G 1 Nprod 1
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Table 5: Ciphertext size in the experiment (decryption condition 1)

Restricted-ABE | Concealed-DABE | Proposed method
Ciphertext size (bytes) 648 2584 713
Number of G 8 24 9
Number of G 1 8 1

Table 6: Ciphertext size in the experiment (decryption condition 2)

Restricted-ABE | Concealed-DABE | Proposed method
Ciphertext size (bytes) 1883 1009375 1948
Number of G 27 9375 28
Number of G 1 3125 1

Comparing the ciphertext size of the proposed method and Restricted-ABE, we can see that of the pro-
posed method had one larger G value. In addition, the difference was relatively small because the G value
can be compressed at output time in terms of implementation.In contrast, the ciphertext size of the pro-
posed method and Concealed-DABE was smaller than that of the proposed method except when 7p.oq = 1
(indicating that multi-value attributes were not used or each multi-value attribute had one attribute value),
and the size difference increased with 7,,.,4. Therefore, the ciphertext size of the proposed method was
approximately the same as that of Restricted-ABE and was smaller than that of Concealed-DABE.

4.2.2. Comparison of processing times

Next, we compare the processing times for encryption and decryption of related techniques with those of
the proposed method. Processing times were evaluated based on the number of scalar multiplications of G,
power operations on G, and pairing operations (processing times for other operations are within the error
range). In decryption, the conditions corresponding to each ciphertext or the attribute values corresponding
to the ciphertext parameters may or may not be disclosed (depending on the application design). If not
disclosed, all ciphertexts that match the decryptor’s conditions must be searched. Assuming this case, the
decryption time required to decrypt all ciphertexts is also shown in Table

Table 7: Generalized processing time

Restricted-ABE Concealed-DABE

Proposed method

Encryption (ﬁsum + 2)CG + CGT ﬁprod(ch + CGT + Cpair) (ﬁsum + S)CG + CGT + Cpair
Decryption (7 + 2)Chpair 3Cpair (7 + 3)Chair
Decryption

(ﬁprod SRS Q)Cpair ﬁprod : SCpair (ﬁprod SRS 3)Cpair

(All Pattern)

Comparing the proposed method with Restricted-ABE, the proposed method took Cg 4 Cpgir time for
encryption and Cpgir time more processing time for decryption.

We also compared the proposed method with Concealed-DABE. In encryption, the proposed method
does not require fp.oq street multipliers, so the processing time was small for most conditions. However,
when Ngum > Mprod (€.8., each multi-value attribute has one attribute value), Concealed-DABE was faster.
When decrypting a single ciphertext, the proposed method took longer for the same number of multi-value
attributes. Given that parallel processing is possible for all decryptions, the processing time per thread is
shown in Table B
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Table 8: Processing time of each thread in decryption parallelization

Restricted-ABE | Concealed-DABE | Proposed method
1 QCpair 3Cpair 3Cpair
flcpair 3Cpair ﬁcpair
7ﬁlprod 'flcpair 3Opair ﬁcpair
ﬁpmd +1 ?A?,Cpm'r 'fLCpair

The proposed method was slower than related techniques when the number of multi-value attribute was
three or more. The encryption and decryption processing times of the proposed method involve a trade-off
relationship depending on the number of multi-value attributes.

The average of five actual measurements is shown in Tables [9] and

Table 9: Processing time (decryption condition 1)

Restricted-ABE | Concealed-DABE | Proposed method
Encryption (msec) 7.196 25.819 8.645
Decryption (msec) 3.509 2.219 3.520
Decryption-Parallel (msec) 3.318 2.849 3.432

Table 10: Processing time (decryption condition 2)

Restricted-ABE | Concealed-DABE | Proposed method
Encryption (msec) 23.947 9884.575 25.028
Decryption (msec) 4.913 2.350 5.642
Decryption-Parallel (msec) 1104.460 707.590 1105.317

In the actual measurement, the difference in computation speed was caused by the state of the terminal,
but it may be observed that there was no significant difference in performance between the proposed method
and Restricted-ABE. In addition, the parallel processing of decryption depended considerably on the number
of CPU cores used, and the processing time became slower when 7.,y exceeded the number of cores.
Therefore, the processing time of the proposed method was equivalent to that of Restricted-ABE, and it
exhibited a processing performance advantage over Concealed-DABE in encryption, as well as an inferior or
equivalent performance in decryption.

5. Discussion

The proposed method has the same security strength as the base Concealed-DABE and the same perfor-
mance as Restricted-ABE. In other words, the ciphertext size and encryption time are reduced by eliminating
a large authority. Therefore, the proposed approach is superior to Restricted-ABE in terms of security and
to Concealed-DABE in terms of the ciphertext size and encryption processing performance. In addition, if
the decryption conditions are not disclosed and there are less than three multi-value attributes and many
attribute values of multi-value attributes in the decryption conditions, the results confirmed that our method
was superior to Concealed-DABE in terms of ciphertext size, encryption time, and decryption time. We will
consider the feasibility of practical use of this method in future research.

As we reduced ciphertext size while maintaining high security strength, the proposed method enables a
reduction of communication capacity and storage. Moreover, the more multi-value attribute used, the more
advantageous they are for encryption. However, because the decryption load increases, the maximum number
of multi-value attributes is approximately 5, considering the use of various edge devices. This corresponds
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to decryption condition 2, and the number of attributes suffices for the use case for corporate workers, as
shown in Figure[f] Because AA increases as the number of attributes increases, attribute prerequisites must
be set according to the environment of servers and edge devices.

Some future issues of note are described below.

One issue is that we need to consider resistance to collusive attack. This describes a problem in which
users who do not satisfy the decryption conditions can decrypt each other’s content by sharing their own
attribute secret keys. As a countermeasure, we also conducted an experimental evaluation in which the
decryption conditions were not disclosed and the assigned attributes were unknown. To solve this problem
fundamentally, parameters corresponding to the decryptor conditions would need to be included in the
ciphertext, in addition to multiplying the attribute secret keys of the attributes included in the decryption
conditions. AA and the cloud that stores the ciphertext can also work together to restrict user behavior and
prevent collusion attacks [14].

Another issue is that the proposed method is less flexible in terms of decryption conditions than Concealed-
DABE because the format of the attribute set and the attributes possessed by the user are predetermined.
For practical purposes, changing attributes already set for an application is relatively rare. In view of this,
if the assumption is that each user has one value for each attribute, the flexibility is relatively similar to
that of Concealed-DABE. If the user has more than one value for each attribute, the following scheme can
be applied.

e.g., W: Decryption condition, U: User, Ly: User’s condition.

) |1
PK:<P7Q7R157|:2:|7 T5 >7 (57)
T3 T

oo {[3 )

o = (kv 2ol = [0, {2, I }]- (59)

For the above conditions of 5 and 6, the public keys T5 and Ty can be replaced by T5 + Ts. However,
expressing the logical product of attribute values between different attributes is difficult and requires some
ingenuity.

6. Conclusions

In this study, we have proposed a DABE method with reduced processing load and ciphertext size that
does not implement any authority that can decrypt the ciphertext. Based on DABE without a decryption-
capable agency, the proposed method avoid the need for any agency with strong authority, which is a challenge
in ABE. Furthermore, the processing load and ciphertext size of the proposed DABE scheme are reduced by
applying a multi-value attribute algorithm that considers some attributes as a set of attribute values (a logical
OR representation of attribute values). The results of an experimental evaluation of the performance of the
proposed method showed that the ciphertext size and encryption time of the base DABE without multi-
value attributes increased with a pattern of conditions divided by logical ORs in the decryption conditions,
whereas the proposed method suppressed the increase with the number of attribute values of the multi-value
attributes. The proposed method was also effective in terms of decryption time. We confirmed that the
proposed method also showed an advantage in terms of decryption time under certain conditions. However,
as a precondition, the user’s attribute conditions must be formatted and the attributes to be used as multi-
value attributes must be determined in advance. Although some improvements such as countermeasures
against collusion attacks are necessary, the results demonstrated that the proposed ABE is more practical
than existing methods owing to its high processing power and robust security capabilities.
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